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GhostGuard — Terms of Use

Last updated: 05 January 2026

These Terms of Use (“Terms”) govern your access to and use of GhostGuard
(the “Service”), including the GhostGuard browser extension and any related
websites, software, and support services provided by Ghostly Solutions LLC-FZ
(“Ghostly Solutions?”, “we”, “us”, “our”).

By installing, accessing, or using GhostGuard, you agree to these Terms. If you
do not agree, do not install or use the Service.

Service description

1.1. What GhostGuard does. GhostGuard provides informational security
warnings about potentially unsafe websites, domains, and links, including
phishing, impersonation, scam, and other malicious or suspicious destinations.

1.2. Link/domain analysis. GhostGuard analyzes URLs, domains, and redirect
chains and may display a risk level or warning before you interact with a page or
enter sensitive information.

1.3. Webmail analysis and link checks. GhostGuard may analyze links shown in
webmail interfaces to warn about potentially unsafe destinations. In addition,
with your explicit permission, GhostGuard may analyze email text (for example,
subject line and/or message text visible in the webmail interface) solely to
identify phishing and impersonation patterns and to provide security warnings.

GhostGuard does not read or store email content or message bodies by
default, and any email text analysis is performed only for security purposes.

1.4. No guarantee of complete protection. Security threats evolve. GhostGuard
does not guarantee that it will detect or prevent all fraud, phishing, malware, or
other threats, or that warnings will be accurate in all cases.
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Privacy and data principles

2.1. Privacy-first approach. GhostGuard is designed to be privacy-first: no
tracking, no selling data, and no reading email content.

2.2. Email content. GhostGuard never collects or stores email content. If you
grant explicit permission for email text analysis, GhostGuard analyzes the
permitted email text only to provide security warnings and does not use such
content for advertising or profiling.

2.3. Permissions. The extension may request browser permissions needed to
analyze websites/links, display warnings, and (if you choose) analyze permitted
webmail content. Permissions vary by browser and version. You can review
requested permissions in the relevant browser store listing before installing
and can control certain permissions through browser settings.

Eligibility

You must be legally capable of entering into these Terms under applicable law.
If you use GhostGuard on behalf of an organization, you represent that you have
authority to bind that organization to these Terms.
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License and acceptable use

4.1. License. Subject to these Terms, we grant you a limited, non-exclusive, non-
transferable, revocable license to install and use GhostGuard for your internal,
personal, or business use.

4.2. You agree not to:

misuse, disrupt, interfere with, or attempt to gain unauthorized access to the
Service;

circumvent, disable, or attempt to bypass detection, risk scoring, or warning
mechanisms;

reverse engineer, decompile, disassemble, or attempt to extract source code
or models from the Service (except where such restriction is prohibited by law);

use GhostGuard for illegal, harmful, or abusive purposes.

4.3. Compliance. You are responsible for ensuring your use of GhostGuard
complies with applicable laws, regulations, and third-party terms (including
your browser’s terms and policies).

Warnings, decisions, and responsibility

5.1. Informational indicators only. GhostGuard provides risk indicators and
warnings. You remain responsible for your actions, including deciding whether
to proceed to a website, enter credentials, or provide payment details.

5.2. No professional advice. GhostGuard does not provide financial, legal,
compliance, or professional advice.
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Updates, availability, and changes

6.1. Updates. We may release updates, patches, improvements, or changes to
the Service at any time, including automatic updates through browser
extension mechanisms.

6.2. Availability. We may modify, suspend, discontinue, or limit parts of the
Service at any time.

6.3. Store distribution. GhostGuard may be distributed through browser
extension stores (for example, Chrome Web Store and Firefox Add-ons, where
available). Store policies and availability may vary by region and browser.

Third-party services and links

GhostGuard may reference or interact with third-party websites and services
(e.g., websites you visit, webmail interfaces, browsers, extension stores). We do
not control third parties and are not responsible for their content, policies, or
availability.

Intellectual property

The Service, including all software, design, trademarks, and related content, is
owned by Ghostly Solutions or its licensors and is protected by applicable
intellectual property laws. Except for the limited license granted in Section 4,
no rights are granted to you.
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Disclaimers

THE SERVICE IS PROVIDED “AS IS” AND “AS AVAILABLE.” TO THE MAXIMUM
EXTENT PERMITTED BY LAW, WE DISCLAIM ALL WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

We do not warrant that the Service will be uninterrupted, error-free, or that any
warnings will be complete, accurate, or timely.

Limitation of liability

TO THE MAXIMUM EXTENT PERMITTED BY LAW, GHOSTLY SOLUTIONS SHALL
NOT BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL,
OR PUNITIVE DAMAGES, OR ANY LOSS OF PROFITS, REVENUE, DATA,
GOODWILL, OR BUSINESS INTERRUPTION, ARISING OUT OF OR RELATED TO
YOUR USE OF (OR INABILITY TO USE) THE SERVICE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY LAW, OUR TOTAL LIABILITY FOR ALL
CLAIMS RELATING TO THE SERVICE SHALL NOT EXCEED THE AMOUNT YOU
PAID (IF ANY) FOR THE SERVICE IN THE TWELVE (12) MONTHS BEFORE THE
EVENT GIVING RISE TO THE CLAIM.

Indemnity

You agree to indemnify and hold harmless Ghostly Solutions from and against
claims, liabilities, damages, losses, and expenses (including reasonable legal
fees) arising from your misuse of the Service or your violation of these Terms or
applicable law.
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Termination

We may suspend or terminate your access to the Service at any time if we
reasonably believe you violated these Terms or if required by law or store
policies. You may stop using the Service at any time by uninstalling the
extension.

Governinglaw and jurisdiction

These Terms are governed by the laws of the United Arab Emirates. Unless
otherwise required by applicable law, the courts of the UAE shall have
jurisdiction over disputes arising out of or relating to these Terms.

Changes tothese Terms

We may update these Terms from time to time. If we make material changes, we
may post updated Terms on our website or within the Service. Continued use
after changes become effective means you accept the updated Terms.
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Contact

Ghostly Solutions LLC-FZ

Meydan Grandstand, 6th floor, Meydan Road, Nad Al Sheba, Dubai, United Arab
Emirates

Phone: +971 58 534 66 41

Email: general@ghostlysolutions.ae

Support: ghostguard.support@ghostlysolutions.ae
Web: ghostguard.ghostlysolutions.ae

Web: ghostguard.ae




